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Connect a local or private MCP server to T EhncE e
ChatGPT and Codex without exposing it to
the public internet.

Codex workflows
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This guide is the shortest complete operator path from "I have a private MCP
server" to "ChatGPT and Codex can reach it through a tunnel." It keeps the
control-plane values, local runtime steps, and product setup screens in one place
so you do not need to stitch together four different docs or a Slack thread first.

WHAT YOU NEED WHAT USUALLY BLOCKS OPERATORS

¢ A private or local MCP server that o ‘
T tunnel_id is not the same thing as

the runtime API key, and a tunnel
showing up in Platform does not
automatically mean it will appear in
¢ A runtime API key for the long-lived ChatGPT. This guide calls out those

daemon. . .
boundaries directly.

¢ A tunnel_id from OpenAl Platform
Tunnels management.

¢ An admin key only if you will create, list,
update, or delete tunnels from the CLI.
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What tunnel-client does

tunnel-client is the customer-run process that keeps an outbound-only HTTPS
connection open to the OpenAl tunnel control plane.

It receives work for one tunnel, forwards that work to your MCP server, and
exposes local operator surfaces at /healthz, /readyz, /metrics, and /ui.

If you want the shortest local discovery path first, run:

tunnel—-client help quickstart

* /healthz tells you the process is alive.

* /readyz tells you startup checks and downstream MCP checks have passed.

* /ui gives you the operator dashboard for the active runtime.
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Before you start

Use these exact setup pages when you need to create or inspect values.

Tunnels management: https://platform.openai.com/settings/organization/tunnels
Organization roles: https://platform.openai.com/settings/organization/people/roles
Organization groups: https://platform.openai.com/settings/organization/people/groups
Runtime API keys: https://platform.openai.com/settings/organization/api-keys

Admin API keys: https://platform.openai.com/settings/organization/admin-keys

ChatGPT connector settings: https://chatgpt.com/#settings/Connectors
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Keep these three values straight

The permission split is equally important.

CONTROL_PLANE_TUNNEL_ID
WHERE YOU GET IT

Platform Tunnels management, or tunnel-client admin tunnels create|list|get ...

WHAT IT ISFOR
Identifies the tunnel object that ChatGPT and tunnel-client must both use.

(When you need it: Always.)

CONTROL_PLANE_API_KEY

WHERE YOU GET IT
Platform Runtime API keys.

WHAT IT ISFOR
Authenticates tunnel-client doctor and tunnel-client run.

(\'Vhen you need it: Always. )

OPENAI_ADMIN_KEY

WHERE YOU GET IT
Platform Admin API keys.

WHAT IT ISFOR
Authenticates tunnel-client admin tunnels list|create|update|delete.

(\'Vhen you need it: Only for tunnel CRUD.)

« Runtime users need Tunnels Read + Use.

* Tunnel managers need Tunnels Read + Manage.

* People who create admin keys need the Platform admin-key permission in

addition to any tunnel permissions they need.
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Roles and groups

Use groups instead of editing people one by one, and make the runtime / manager
split explicit.
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Platform > Organization roles > Tunnels Platform > Organization groups > assign the

permissions. tunnel role to the right operator group.

* Create a runtime-user role with Tunnels Read + Use.

* Create a manager role with Tunnels Read + Manage, plus Use if the same
people also run the daemon or configure the connector.

* Assign those roles to groups instead of editing people one by one.

» After the role assignment is in place, create new runtime or admin keys if
practical, then rerun tunnel-client doctor --explain.



Create the tunnel

The tunnel itself is the shared anchor between Platform, ChatGPT, and your local
runtime.

You can create it from the Platform Tunnels page or with the admin-key-backed
CLI path:

tunnel—-client admin tunnels create \
——name "Production MCP Tunnel" \
——description "Routes ChatGPT connector traffic to the production MCP

server" \
——organization—-id <ORG_ID> \
——workspace—1d <WORKSPACE_ID>
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Platform > Tunnels > Create tunnel modal.

* The runtime daemon and the ChatGPT connector must use the same
tunnel id.

* If the tunnel should appear in a ChatGPT workspace picker, create it with the
correct workspace scope.

* Use the Platform UI when you want the cleanest self-serve path. Use the admin
CLI when you already have OPENAI_ADMIN_ KEY and need repeatable create,
list, or update operations.



Get to first success In the terminal
Start with the binary explaining itself before you hand-edit configuration:

tunnel—-client help quickstart
tunnel—-client help doctor
tunnel-client help plugin

export CONTROL_PLANE_API_KEY="sk-..."

tunnel—-client run \

——embedded—mcp—stub \

——control-plane.tunnel—-id tunnel 012345678%abcdef012345678%abcdef \
——health.listen—addr 127.0.0.1:18080 \

——health.url-file /tmp/tunnel-client—health.url

curl —fsS http://127.0.0.1:18080/readyz

open http://127.0.0.1:18080/ul




Profiles and readiness

If you want a named profile instead of the one-command demo path:

tunnel-client init \
——sample sample _mcp_stdio_local \
——profile local-stdio \

——tunnel-1d tunnel 0123456789%9abcdef012345678%abcdef \
——mcp—command "python /path/to/server.py"
tunnel-client doctor ——profile local-stdio ——explailn
tunnel-client run ——profile local-stdio

* /healthz returns HTTP 200 when the process is alive.

* /readyz returns HTTP 200 when the startup checks and downstream MCP
readiness checks have passed.

* /ui gives you the local operator dashboard.

* If doctor --explain says the runtime key is missing, fix
CONTROL_PLANE_API_KEY.

* If Platform knows the tunnel but ChatGPT does not, fix the workspace or
connector permissions before you assume the daemon is wrong.
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Check the local Ul

|| The local UI is where you confirm the runtime is really alive, not just launched.

These screenshots were captured from a live local run on April 27, 2026.

Overview: health, readiness, tunnel, and MCP Metrics: quick read of the exported Prometheus
status in one place. counters from /metrics.

* Open /readyz first. If it is not ready, the connector will not be reliable yet.
* Open /ui#overview to confirm the active tunnel and MCP target.

* Open /ui#metrics when you want a quick read on request volume or readiness
counters.




Logs: live stream, filtering, and support-bundle Assistant: Codex status, login state, and bridge
export. activity from the same local runtime.
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Local Logs tab export confirmation. Use this when you need a redacted support bundle
for debugging.

* Open /ui#logs when you need the real error message instead of guessing from
symptoms.

-+ Open /ui#codex when you are validating the Codex bridge, login state, or
£ | plugin setup.
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Connect ChatGPT

Once the local runtime is healthy, open

Then select the tunnel or paste the tunnel_id.

ChatGPT O
New App sem X
(4
© New chat + Icon (optional)
Q Search chats F
Projects Name
© Codex Custom Too
L) Description (optional)
Your workspece Explain what it does in a few words
Lh Workspace settings ) - &
Connection Server URL Tunnel ©
@ Customization P :
vailable tunnels
83 Connectors A/
[ Select a tunnel v ]
3 Settings
A Team Production MCP tunnel (tunnel_012345678%bcdef012345678%abcedef)
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df) Usage Authentication
" OAuth v
@ Ssecurity
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a2
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ChatGPT > Settings > Connectors > Connection: Tunnel.

* Leave tunnel-client run ... running while you do this.

* Confirm the connector operator has Tunnels Read + Use.

* Confirm the daemon is still healthy and /readyz is passing.

https://chatgpt.com/#settings/Connectors and choose Connection:

Tunnel.

* Confirm the tunnel was created with the correct workspace scope.

* Confirm the tunnel is not so new that the control plane is still propagating it.




Use it from Codex

You have two supported Codex paths: tunnel-client codex assistant ... for the
shortest terminal assistant bridge, or tunnel-client codex plugin install plus the
native tunnel-client runtimes ... and tunnel-client admin-profiles ... commands
when you want the persistent local plugin surface.

Useful commands:

tunnel—-client codex assistant "Summarize what tunnel-client 1s for."
tunnel—-client codex status

tunnel—-client codex plugin 1nstall

tunnel-client runtimes list

tunnel—-client runtimes status <alias>

tunnel—-client admin—-profiles list

tunnel—-client runtimes connect \

——alilas prod-mcp \

——tunnel-1d tunnel 0123456789%9abcdef012345678%abcdef \
——runtime—apil-key env:CONTROL_PLANE_API_KEY \
——mcp-server—-url https://mcp.example.com/mcp




Starter phrases for Codex

Copy these exactly when you want Codex to take the first operator steps for you.

* Figure out what tunnel-client is for from the binary help, then get me to /ui
with the shortest local path.

* | only have the source checkout. Figure out how to build tunnel-client, then get
me to /ui with the shortest local path.

* Use tunnel-client to create or reuse a profile, run doctor --explain, and then
start the daemon.

« Run tunnel-client codex assistant and summarize what this checkout is for in
one sentence.

* Install the Codex plugin from the tunnel-client binary, connect the provided
tunnel id, and tell me whether the runtime is launched, healthy, or ready.

* Use tunnel-client runtimes to attach a local MCP server to an existing tunnel id
and report the ui_url.
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FAQ

permissions.md: docs/permissions.md for the complete roles and groups walkthrough

onboarding.md: docs/onboarding.md for the broader CLI-first startup paths
configuration.md: docs/configuration.md for the full runtime, logs, metrics, and assistant surface
connectors.md: docs/connectors.md for connector transport and auth behavior

enterprise-customer-onboarding.md: docs/enterprise-customer-onboarding.md for the
customer-shareable architecture explanation

Where do I get CONTROL_PLANE_TUNNEL_ID?

From Platform Tunnels management, or from tunnel-client admin tunnels create|list|get ... if
you already have OPENAI_ADMIN_ KEY.

Where do I get CONTROL_PLANE_API_KEY?

From Platform Runtime API keys. This is the key that tunnel-client doctor and tunnel-client run
expect.

When do I need OPENAI ADMIN KEY?

Only when you are creating, listing, updating, or deleting tunnels through the admin CLI. Do
not swap the admin key in for the long-lived daemon.

Why can the tunnel exist in Platform but still not appear in ChatGPT?

Usually one of three reasons: the tunnel was created without the correct workspace scope, the
connector operator does not have Tunnels Use, or the local daemon is not running and ready.

How do I tell whether the local runtime is healthy enough for ChatGPT or Codex?

Check /readyz first. Then open /ui#overview and /ui#logs. A launched process is not enough;
the runtime needs to be ready.

Should I use Platform or the admin CLI to create the tunnel?

Use Platform when you want the clearest self-serve operator path. Use the admin CLI when you
need a repeatable scriptable flow and you already have the admin key.
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